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1
Decision/action requested

Consider this discussion on how to structure TR 33.848
2
References

[1]
S3-183722: SID on Security Impacts of Virtualisation
[2]
ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement"
3
Rationale

TR 33.848 was approved at SA3#93 and currently exists as a skeleton.   The skeleton is structured as Background, Key Issues and Solutions as is standard for SA3 TRs, but it is not yet clear how to map the issues identified in the SID [1] onto this structure.  This discussion document proposes a way forward, to enable the efficient completion of this study.
4
Detailed proposal

There is a wealth of literature on the security implications of Network Functions Virtualisation (NFV) and of virtualisation more generally.  While it is important to understand and, in some cases to document, these risks, in TR 33.848 3GPP SA3 should focus on how these issues apply specifically to 3GPP networks.
Therefore, it is suggested that generic threats to virtualisation and NFV, which have been or should be studied in other groups are briefly documented in Section 4 of TR 33.848: Virtualisation Background, Concepts and Assumptions.  Meanwhile, Section 5: Key Issues and Section 6: Solutions, should be reserved for 3GPP specific risks, or risks which have 3GPP specific solutions.  For example, performance isolation, which is described in detail in Section 6.5 of ETSI GS NFV-SEC 001 [2] can be summarised in Section 4, while availability of 3GPP Network Functions, which might be impacted by this risk, can be included in Section 5.

General security issues included in Section 4 should include references to other standards or literature, where a deeper discussion of the threat and/or potential generic solutions are detailed.  If this work does not exist then 3GPP SA3 may wish to identify this gap to a relevant standards body or working group.
